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Law enforcement officers of other 
than Federal jurisdiction who are inter- 
ested in any legal issue discussed in 
this article should consult their legal 
adviser. Some police procedures ruled 
permissible under Federal! constitu- 
tional law are of questionable legality 
under State law or are not permitted at 
all. 
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Part one of this article identified the 
problem areas which provoked Con- 
gress to pass the Electronic Commu- 
nications Privacy Act of 1986?" (the 
ECPA). Parts two and three of this ar- 
ticle will address those three provisions 
of the ECPA which commonly impact 
Federal, State, and local investigative 
procedures. Part two will address that 
portion of the ECPA which now requires 
law enforcement officers to obtain ex- 
traordinary, or wiretap-type, orders 


‘when planning to nonconsensually in- 


tercept electronic communications, 
such as messages sent to digital dis- 
play pagers or messages sent from one 
computer to another. Part three will dis- 
cuss the two remaining provisions of 
the ECPA: (1) That portion which sets 
forth the procedure law enforcement of- 
ficers must follow to use pen registers, 
which record the phone numbers dialed 
from a telephone, and trap and trace 
devices, which determine the origin of 
a phone call; and (2) the section of the 
ECPA which proscribes the procedure 
police officers rust observe when ob- 
taining stored electronic communica- 
tions, such as computerized rnessages 
kept in an electronic mailbox, and 
transactional records of communica- 


tions services, to include telephone toll 
records and nonpublic telephone sub- 
scriber information. 


THE ECPA 


When considering these three sep- 
arate provisions of the ECPA, State and 
local law enforcement officers must first 
understand two significant points that 
affect their work in this area. First, the 
ECPA is not intended to preempt exist- 
ing State law, whether of statutory or 
judicial origin.2 For example, if the 
State standard or procedure for obtain- 
ing toll records or using pen registers is 
more restrictive than that provided for 
by the ECPA, police officers within that 
State must comply with the stricter 
State law. 

Second, although all three sec- 
tions of the ECPA have been applicable 
to Federal investigations since the 
ECPA’s effective date, January 20, 
1987, ihey affect State and local inves- 
tigations at varying times. The third 
section of the ECPA to be discussed in 
this article, involving government ac- 
cess to stored communications, toll rec- 
ords, and unlisted subscriber 
information, had universal effect on 


SETA 


Sa iia ceo 


re eo eT ee 


se ER EAN RES EMIS N LR PE II GAME LORE att SE 


i 
i 
: 
: 
i 
: 
} 


pathninns onan 


ote RE nh nd PUA 


Special Agent Fiatal 


arate anew 


January 20, 1987. State and local offi- 
cers must therefore understand and 
comply with this portion of the act im- 
mediately. 

Congress determined, however, 
that the first section of the ECPA, re- 
quiring the acquisition of a wiretap-type 
order to intercept electronic communi- 
cations during their transmission, and 
the second section to be discussed, 
setting forth the procedure law enforce- 
ment must follow to use pen registers 
and trap and trace devices, were sig- 
nificant changes in traditional law. 
Therefore, States will have 2 years from 
the date of enactment of the act to bring 
their own law into conformity with those 
two provisions of the ECPA.26 As Con- 
gress passed the act on October 2, 
1986, State and local officers have to 
comply with these two sections of the 
ECPA by October 2, 1988, unless, of 
course, their respective States adopt 
procedures in these areas at least as 
restrictive as the Federal mandates be- 
fore October 1988. 


Interception of Electronic Commu- 
nications 

As discussed in part one of this ar- 
ticle, prior to the enactment of the 
ECPA, Title Ill of the Omnibus Crime 
Control and Safe Streets Act 7 (title 1!) 
and its analogous State statutes re- 
quired law enforcement officers to ob- 
tain extraordinary judicial orders when 
they planned to aurally intercept wire 
communications (wiretaps) or oral com- 
munications where there exists a rea- 
sonable expectation of privacy (bugs), 
in the absence of the consent of a party 
to the communication. An aural: inter- 
ception was the interception of a com- 
munication involving the transmission 
of the human voice. Title Ill therefore 


provided no protection to coramunica- 
tions that did not involve the spoken 
word, such as telegraph or facsimile- 
type communications, which involve the 
electronic transmission of a written 
message, photograph, drawing, or doc- 
ument. 

The first portion of the ECPA sig- 
nificantly expanded the traditional wire- 
tapping and bugging iaw by also 
affording the same protections previ- 
ously supplied to wire and oral com- 
munications to electronic communi- 
cations. The ECPA provides that in or- 
der to intercept an electronic commu- 
nication during the course of its 
transmission, without the consent of 
one of the parties to that communica- 
tion, the police officer must obtain an 
extraordinary order, just as if he were 
intercepting a wire communication or 
an oral communication involving a rea- 
sonable expectation of privacy.?8 Al- 
though this portion of the ECPA 
immediately affected Federal wiretap- 
ping procedure, State and local officers 
are not required to conform with this 
change in the law until October 2, 1988. 

in effecting the expansion of the 
traditional wiretapping and bugging law, 
Congress provided a very broad defi- 
nition of what is an electronic commu- 
nication. It basically includes any type 
of communication transmitted by some 
electronic means, unless it involves the 
transmission, at least in part, of a hu- 
man voice, which would instead be a 
wire communication. This broad defi- 
nition of an electronic communication 
encompasses those written messages, 
documents, and photographs transmit- 
ted by telegraph and facsimile-type 
communications services. It also in- 
cludes those communications electron- 
ically transmitted from one computer 
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“... States will have 2 years from the date of enactment of the 
aci to bring their own law into conformity with... two 


terminal to another and those numeri- 
cally coded messages transmitted to 
digital display paging devices. If a law 
enforcement officer intends to intercept 
any of these types of communications 
during the course of their transmission 
and does not have the consent of one 
of the parties to the communication, he 
must first obtain an interception, or 
wiretap-type, order. He must of course 
fulfill the same procedural requirements 
in the application for such an order as 
if it were an application for the intercep- 
tion of wire or oral comniunications.”9 
These include the traditional probable 
cause ard particularity requirements, 
as well as an explanation of exhaustion 
of traditional investigative techniques 
and a record of prior interceptions and 
interception efforts. 

When constructing such an all-in- 
clusive definition of electronic commu- 
nications, Congress realized that there 
were several types of communications 
that, although technically falling within 
the definition of an “electronic” or “wire 
communication,’ did not deserve those 
protections afforded by title Ill. Con- 
gress therefore created several excep- 
tions to what might otherwise be 
deemed an “electronic” or “wire com- 
munication,” and each is noted in turn. 


Communications Not Protected by 
the ECPA 


The ECPA expressly denotes six 
types of communications for which a 
law enforcement officer is not required 
to obtain a wiretap-type order to inter- 
cept. Some fourth amendment consid- 
eration may, however, be applicable in 
limited circumstances, as the intercep- 
tion may involve the government's in- 
trusion into a reasonable expectation of 
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provisions of the ECPA., 


privacy. If so, the law enforcement of- 
ficer must obtain a search warrant in 
the absence of consent or emergency. 
While analyzing the ECPA’s six excep- 
tions to electronic and wire communi- 
cations, this article will also address 
any possible fourth amendment consid- 
erations applicable to those exceptions. 


Publicly accessible radio com- 
munications 

Law enforcement officers and oth- 
ers can receive, or intercept, radio 
transmissions which are “readily ac- 
cessible to the general public”? without 
obtaining a wiretap order. This would 
include interception of AM-FM radio 
broadcasts and those ham radio broad- 
casts, CB broadcasts, walkie-talkie 
broadcasts, and marine or aeronauti- 
cal, or ship to shore, broadcasts, which 
are not scrambled or encrypted in such 
a manner as to thwart their public ac- 
cessibility. 


Tracking devices 


Police officers can also monitor 
tracking devices, sometimes referred to 
as beacons, or beepers, without obtain- 
ing a wiretap order.’ Tracking devices 
emit periodic radio signals which ena- 
ble the receiver to ascertain the move- 
ment of the device. Law enforcement 
agencies commonly attach these de- 
vices to a motor vehicle, airplane, or 
boat or place them in a package con- 
taining narcotics or chemicals or equip- 
ment used to manufacture narcotics, so 
that they may monitor the movements 
of the vehicle or package. 

Although the police officer is not 
required to obtain a wiretap order to 
monitor the transmissions of these 
types of devices, he may, under certain 
circumstances, infringe upon an indi- 


3} 


vidual’s reasonable expectation of pri- 
vacy by monitoring such a device. In 
United States v. Knotts,52 the Supreme 
Court determined that when a law en- 
forcement officer monitors the move- 
ments of a tracking device while it is 
upon the highway, or within public view, 
he does not infringe upon an individu- 
al’s reasonable expectation of privacy, 
as the individual has no such expecta- 
tion of privacy in his movements in pub- 
licly visible areas. The police officer 
therefore does not need a search war- 
rant when confining his monitoring of 
the tracking device to such circumstan- 
ces. 

in the subsequent case of United 
States v. Karo,* however, the Supreme 
Court recognized that if a law enforce- 
ment officer continued to monitor the 
tracking device once it moved into an 
area where it was no longer within pub- 
lic view, such as inside a residential 
premises, and obtained information 
which he could not have obtained by 
lawful visual surveillance, he was in- 
truding into a justifiable expectation of 
privacy. in this situation, the police of- 
ficer needed a search warrant to con- 
tinue to monitor the device, in the 
absence of an emergency, to comply 
with fourth amendment requirements. 


Radio portion of cordless tele- 
phones 

As previously mentioned, hand- 
held cordless telephones have become 
overwhelmingly popular with the public. 
When purchased, a warning on the 
packaging of such a device advises the 
buyer that other individuals can easily 
intercept the conversations made over 
the device. They may accomplish this 
by using a similar device, and in some 
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instances, a standard AM-FM radio re- 
ceiver. Congress duly recognized that 
there was little, if any, privacy interest 
in that portion of a communication 
which travels over radio waves be- 
tween the cordless phone and the base 
unit. The law enforcement officer, there- 
fore, is not required to obtain judicial 
approval to intercept the radio portion 
of a communication made over a hand- 
held cordless telephone.** Likewise, 
the officer does not have to obtain a 
search warrant to overhear the radio 
portion of a cordless phone, as such 
activity does not intrude into a reason- 
able expectation of privacy. 

It should be pointed out in this con- 
text that unlike the radio portions. of 
cordless phone communications, those 
communications made through cellular 


phones are wire communications. The . 


law enforcement officer must therefore 


obtain a wiretap order to intercept this | 


type of communication in the absence 
of consent of one of the parties to the 
ceilular phone call. This even includes 
calls made from one celular phone to 
another cellular phone.2¢ 

Aithough portions of the cellular 
phone call, like portions of the cordless 
phone call, travel over the airwaves, 
there are valid reasons for this distinc- 
tion. Cellular phones have a far greater 
range -- sometimes hundreds of 
square miles, due to the number of ra- 
dio receivers and transmitters arranged 
in adjacent geographical areas — than 
the range of cordless phones, com- 
monly limited to a few hundred feet. Ad- 
ditionally, the type of equipment 
needed to intercept a cellular phone call 
is much more sophisticated and expen- 
sive than that needed to intercept the 
radio portion of a cordless phone, due 


to the range capabilities of the cellular 
phone and the varying radio frequen- 
cies used in such transmissions. Per- 
sons therefore possess a much higher 
expectation of privacy in calls made 
over a ceilular phone than in those 
made over a cordless phone. 


Tone-orily paging devices 

A police officer may intercept the 
transmission made to a tone-only pag- 
ing device without obtaining a wiretap 
order.?’ As previously noted, there is no 
expectation of privacy in the beep made 
through such a device that merely no- 
tifies the possessor of this type of pager 
that someone is attempting to reach 
him. The officer therefore also need not 
acquire a search warrant to conduct 
such an interception as this activity 
does not involve an infringement upon 
any legitimate expectation of privacy. 

The criminal who relies upon pag- 
ing services to facilitate his illegal activ- 
ities, however, seldom uses a tone-only 
pager. Instead, he will use a voice pa- 
ger, or more frequently, a digital display 
paging device. Those involved in the il- 
licit transfer of narcotics often contact 
their buyers and providers through dig- 
ital display pagers. As discussed else- 
where, in contrast to the tone-only 
pager, those communications transmit- 
ted to a voice pager are wire commu- 
nications as they involve the spoken 
word. Also, those communications sent 
to a digital dispiay pager fall within the 
definition of electronic communications. 
Therefore, the law enforcement officer 
must obtain proper judicial authority by 
obtaining a wiretap-type order before 
intercepting messages sent to a voice 
or display paging device, in the ab- 
sence of consent of a party to the com- 
munication. 


Surreptitious video surveillance 

If law enforcement officers desire 
to intercept, a closed-circuit television 
broadcast during its transmission, for 
example, a video teleconference be- 
tween two suspected criminals, they 
must first obtain an interception order. 
The intercepted television transmission 
would be an electronic communication, 
now entitied to the protections afforded 
by title lil. If the officers merely survey 
a suspected criminal through the use of 
a video camera, however, they do not 
have to comply with wiretap procedure. 
They are not tapping, or intercepting, 
any type of electronic, wire, or oral 
communication. 

if the officers use the video equip- 
ment to watch an area or activity where 
the person or persons observed have a 
reasonable expectation of privacy, they 
will, however, need to obtain a fourth 
amendment search warrant, unless 
they have the consent of one of the par- 
ties and that party is present while the 
officers conduct the surveillance. Two 
U.S. circuit courts of appeal, recogniz- 
ing this type of video surveillance to be 
unusually intrusive, have recom- 
mended that the applications for video 
surveillance search warrants and the 
search warrants themselves satisfy 
certain procedural requirements also 
found in title [l.%* For example, these 
circuit courts stated that applications for 
video surveillance warrants should ex- 
plain that less-intrusive investigative 
techniques, like the use of informants, 
undercover officers, or traditional 
search warrants, have been tried and 
failed or why they would be unlikely to 
succeed or be unnecessarily danger- 
ous. Additionally, these courts require 
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“ _, the ECPA is not intended to prempt existing State law... 

if the State standard or procedure ... is more restrictive than 

that provided for by the ECPA, police officers within that Siate 
must comply with the stricter State law.” 


video surveillance warrants to be effec- 
tive for no more than 30 days. The or- 
ders must also, like a wiretap order, 
particularly describe the people, place, 
and type of criminal activity to be ob- 
served and instruct the executing offi- 
cers to minimize their interception of 
innocent, or noncriminal, activities. If 
the officers, in conjunction with noncon- 
sensual video surveillance into an area 
where there exists a reasonable expec- 
tation of privacy, also intercept the oral 
communications of those viewed by a 
hidden microphone, they must, of 
course, obtain a “bug” order pursuant 
to title I or analogous State law to law- 
fully intercept the oral communication, 
in addition to the video surveillance 
warrant, 


Pen registers and trap and trace 
devices 


The ECPA specifically states that 
iaw enforcement officers are not re- 
quired to obtain a wiretap-type order to 
use pen registers, which record ithe 
numbers dialed from a telephone, and 
trap and. trace devices, which deter- 
mine the point of origin of a telephone 
cail.3? As previously discussed, the Su- 
preme Court also determined that there 
is no reasonable expectation of privacy 
in the numbers dialed from a teie- 
phone. Therefore, police are also not 
required to obtain a search warrant to 
use a pen register or trap and trace de- 
vice.* 

Although police are not required to 
obtain a wiretap order or a search war- 
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rant to use either pen registers or trap 
and trace devices, phone companies, 
who provide necessary technical as- 
sistance in using these types of inves- 
tigative techniques, commonly insist in 
nonemergency situations upon some 
type of court authorization before pro- 
viding their assistance. Congress, in or- 
der to set forth a standardized 
procedure for obtaining court authori- 
zation for the use of pen registers and 
trap and trace devices and to provide 
limited judicial monitoring of the use of 
these devices by law enforcement, set 
forth specific procedures that police of- 
ficers must follow to obtain authoriza- 
tion for their use. 

They must either obtain a court or- 
der, to be issued upon the applicant's 
assurance or affirmation, that the infor- 
mation to be gained from the pen reg- 
ister or trap and trace device is relevant 
to a legitimate criminal investigation or 
consent from the user of the telephone 
to which the device is to be attached. 

Part three of this article will discuss 
in detail this portion of the ECPA which 
proscribes procedures for using pen 
registers and trap and trace devices. lt 
will also examine that portion governing 
the acquisition of stored communica- 
tion, such as those in electronic mailbox 
systems, and information pertaining to 
the subscriber of a communication ser- 
vice, such as telephone toll records and 
nonpublic telephone listing information. 
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3048 U.S.C. 2510(16) and 2511(2)(g). 
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consent or emergency. Commonwealth v. Beuford,' 475 
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